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The IdM Admin tool is used to create and manage UCMNetID accounts which allow access to
UCM resources. Accounts are either created through the Payroll system feed to IDM, through
the Banner SIS system feed to IdM, or manually by a designated Institutional Proprietor (in the
case of staff and faculty).

Non-Administrative Functions

The following types of non-administrative actions can be within the IdM tool:
e Password Reset

e (Claim an Account (once a department administrator has created it)

Password Reset

Individuals may reset their password at any time and are advised to do so upon any suspected
security compromise. IDM Administrative Office and IT Help Desk also have the ability to change
a user’s password.

Password Reset

1. Goto
idm.ucmerced.edu UCMERCED & [dM Admin

# Home &, Claim Account =] Login

2. Select Password

Reset IDM Admin Home

You are not currently logged in. More functionality is available IdM Adminisirators after logging in

Password Reset
You must first login to reset your password. Click here to login

Account Claim
Click here to claim an account

© 2017 - University of California, Merced
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Password Reset

3. Enteryour
UCMNETID and
password

4. Click Login

Sign On

e E—

[ Warn me before logging me into ather sites.

Forget Password? click here

For security reasons, please Log Out and Exit your
web browser when you are done accessing services
that require authentication!

Be wary of any program or web page that asks you for your
UCHNetID and password. UC Merced Web Pages that ask you for
‘your UCHHet 1D and password will generally have URLS that begin
‘with "hittps:/ fwww.ucmerced.edu”. In addition, your bravser
should visually indicats that you are accessing 2 sscure pags.

The requirements
for creating a
password are
listed on the page

5. Complete the
fields to Enter
your current
Password, New
Password and
Confirm Password

6. Select Submit

Change Your Password

Current Password: o
NewPassword: ... ° - Atleast one capital letter

- At least one numeral

« At least one of these symbols: # § %
Confirm Password: | | o « Atleast 8 characters in length

'O Clear B Submit

&0)_-
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Claim Your UCMNetID

Individuals may claim their UCMNetID at any time

Claim Your UCMNetID

1. Gotoidm.ucmerced.edu

2. Select Account Claim

UCMERCED

# Home 4 Claim Account

IDM Admin Home

You are not currently logged in. More functionality is available IdM Administrators after logging in

You must first login to reset your password. Click here to login

—

| Password Reset

Account Claim
Click here to claim an account.

© 2017 - University of California, Merced

& |dM Admin

+ Login

3. Select an Account Type

a. Applicants

Claim Your UCMNetID

Account Type: ‘— PR
b. Students - S
c. Staff/ Faculty
4. Complete the fields to Enter
your First Name and Last Claim Your UCMNetID
Name Account Type: SafFacuty e
Account Type is a required field.
5. Enter your Claim Number o —
OR
| * ©
6. Enter your personal email = S
address if you have not | °
received a Claim Number
R Personal Email Address: )
7. Select Submit
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Administrative Functions

Individuals may reset their password at any time and are advised to do so upon any suspected
security compromise. IDM Administrative Office and IT Help Desk also have the ability to change

a user’s password.

Add/Create an Account

Add a New Account

1. Go toidm.ucmerced.edu

2. Select Login

UCMERCED

# Home 4, Claim Account

IDM Admin Home

YYou are not currently logged in. More functionality is available IdM Administrators after logging in -

You must first login to reset your password. Click here to login

| Password Reset

Click here to claim an account.

| Account Claim

© 2017 - University of California, Merced

& [dM Admin

+ Login

3. Enter your UCMNETID and
password

4. Select Login

Sign On

] warn me before logging me into other sites.

Forget Password? click here

For security reasons, please Log Qut and Exit your
web browser when you are done accessing services
that require authentication!

Be wary of any program or web page that asks you for your
UCHNEUD and password. UC Merced Veb Pagss that ask you for
your UCKINet ID and password will generally have URLs that begin
with https:  furvew ucmerced edu”. In addition, your browssr
should visually indicate that you are accessing a secure page.
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Add a New Account

5. Select Add / Edit an Account
under the Administration link

UCMERCED

# Home @ Dashboar” & Administration =

& Add{jﬁdit an Account
Q Search Accounts

{ o Validate Accounts

IDM Admin

Password Reset
Click here to reset your account's password

Account Claim
Click here to claim an account

&, Pass. ord Reset

#, Claim Account

6. Select the type of account to
Add

Add New Account

Account

Affiliation: STAFE

FACULTY
AFFILIATE
SERVICE

Formal First Name:

Preferred Name:

Middle Name:

Last Name: I

Date of Birth: I

Personal Email: I

Er
o
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Add a Staff or Faculty Account

Add a Staff or Faculty Account
1. Enter Formal First Name
2. Enter Last Name Add New Account
Account
Affiliation: STAFF r @
Formal First Name: luke
Preferred Name: 9
Middle Name:
Last Name: skywalker
Date of Birth: [ 5 0 %
Personal Email: [ *
Note: As you add
information, the Account )
. ! . Account Matchin
Matching tool will search - o
the database for
individual matches (this Name Affiliation UCMNetID
helps prevent duplicate Luke Skywalker STAFF Iskywalker
accounts for the same
individual)
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Add a Staff or Faculty Account

3.

If there are no account
matches, continue by
completing all fields (Red
fields are required).

4. Select Submit

Account

Affiliation: STAFF r @

Formal First Name: nathan

Last Name: smith

Date of Birth: 01/17/1966 m 9
Personal Email: | nathan@nothing. cor| ‘ *

Start Date: [ ‘ @ 0 *
Work Number: (7]

Cellphone Number: (2]

Publish Cellphone: r @

[O Visible in directory

Comments:

5.

OR

If there are multiple
matches, confirm the
identity by completing
the Date of Birth field.

If the individual already
has an account
(UCMNetID), select the
name under the Account
Matching tool to the right
of the Account field
information

Account Matching

Name

John Davis

John Davis

John Davis

2]
Affiliation  UCMNetiD
applicant jdavis25
applicant jdavis26
applicant jdavis27
applicant jdaviss

Version: 0313-2
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Add a Staff or Faculty Account

6. Once you have selected
the Staff or Faculty
Account type, complete all
fields (Red boxes are
required).

7. Select Use Account

Formal First Name:

Last Name:

Date of Birth:

Personal Email:

Start Date:

Work Number:

Cellphone Number:

Publish Cellphone:

(Jvisible in directory

john

davis

A -]

You have created the following new account in IDM.

First Name: Luke
Last Name: Skywalker

UCM Net ID: Iskywalker

Affiliation: STAFF

Thanks!

Comments:
8. You will receive a
confirmation email when a Thu 3/5/2017 12:39 M
new account is created idmemail@ucmerced.edu
Account Creation Email - STAFF
To
Hello,

Version: 0313-2
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Add an Affiliate Account
An Affiliate account is for a person who is performing work for UC Merced but will not be

entered into the Payroll System

Add an Affiliate Account

1.
2.

Enter Formal First Name

Enter Last Name

Add New Account

Account

Affiliation: AFFILIATE | 9

An Affiliate account is used for a person who is performing work for UC
Merced but will not be entered into Payroll

Formal First Name:

luke:

Last Name: skywalker

Date of Birth: [:|
Personal Email: [:I
e S LI
e [ e

End Date is a required field and must be between today’s date and one year
from today!

-1}
o

Department: _ Select -

oot ]+ [ o

Note: As you add
information, the Account
Matching tool will search
the database for individual
matches (this helps
prevent duplicate accounts
for the same individual)

Account Matching

Name Affiliation UCMMNetID

Luke Skywalker STAFF Iskywalker

Version: 0313-2
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Add an Affiliate Account

3. Ifthere are no account
matches, continue by
completing all fields (Red
fields are required).

e Affiliate accounts are
set up for a maximum
of one year and must
be sponsored by a
current UCM employee.

e Accounts can be
validated on an annual
basis to continue access
for the affiliate.

Add New Account

Account

Affiliation: AFFILIATE | 9

An Affiliate account is used for a person who is performing work for UC
Merced but will not be entered into Payroll

Formal First Name:

luke:

Last Name: skywalker

R N LI
A B LI

End Date is a required field and must be between today’s date and one year
from today!

Department: _ Select - v

peersame [ ]#e

Important:

e Default services provided
to Affiliates include
access to the wireless
network and Single
SignOn.

o Affiliates may not need
specific campus
resources such as a UCM
email or calendar. Be
sure to select only the
resources necessary for
the Affiliate.

4. Select Submit when you
have competed the form.

The Affiliate, Sponsor and
person creating the account
will all receive confirmation
emails.

Department: ADMINISTRATIVE COM  +
Sponsor UCMNetlD: Joan Holmauist x
Cellphone Number: )
Publish Cellphone: - @
[0 Misible in directory
UCM Email and Calendar Q

Deselect if the user will not claim the account or use Single-Sign on.

Cat Card (2]
Deselect if the User will not need to get a UC Merced CatCard.

Comments:

Default services provided to Affiliates:
« Wireless
« Single SignOn

Version: 0313-2
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Add a Service account

A Service Account is a special user account that an application or individual uses to interact with a
system or end users to deliver services, access services, or communicate about services.

Add a Service Account

1. Select the Service Affiliation
2. Enter the user’'s UCMNetID

3. Confirm the correct Owner
name appears

4. Enter astart and end date

5. Select Submit

Add New Account

Account

Affiliation: SERVICE |

A Service Account is a special user account that an application or

individual uses to interact with a system or end users to deliver services,
access services, or communicate about services.

[ x|e

UCMNetiD:

Owner UCMNetID:

Joan Holmquist x
Start Date: 03/03/2017 B 0
End Date: 04/28/2017 5 0
Comments:
O Clear Submit

Search and Edit Accounts

Search and Edit Accounts

1. Select Search Accounts
under the Administration
link

UCMERCED

# Home @ Dashboard & Administration » 4, Password Reset

# Add Edit an Account
I D M Ad m | n B 3 Validate Accounts

Password Reset
Click here to reset your account's password

Click here to claim an account.

| Account Claim

4, Claim Account

Version: 0313-2
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Search and Edit Accounts

2. Enterinformation to
search by

Search for Accounts

Search Filtors

% davie Q b x Q
Samantha Davis (sdavisS)

No search results displayed. Select from the above filters and click Search

3. Use additional fields if
multiple options are found
to narrow the search

Search for Accounts

‘S8a1ch by UCMNEUD, FIrsuLast Name. of Employee/Student ID: Account Type: Depantment
% davis a FACULTY - x Q

Search Results

Name @ Employes 1D Affiliation Email Status.
1 2 Davis FACULTY R —— Colotnd (= [ =]
2 4 Davis FACULTY sdavisd@ucmerced. edu Deleted n
3 J D FACULTY

is23@uomerced ed Actne o

4. To confirm the correct
individual use the EYE icon
to the right of the Status
column

5. If you have identified the
correct individual, select
the Edit icon to the right of
the Status column

=]
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Validate Accounts

Service and Affiliate Accounts will need to be validated by the account Sponsor annually. The
Affiliate and Sponsor will get 90, 60 and 30-day email notices to keep the account active. If the
account End Date is reached without the account being validated, the account (and access to
UCM resources granted through the account) will be terminated.

Validate Accounts

1. Select Validate Accounts
from the Home Page or
under the Administration
Link

UCMERCED

& |dM Admin

#Home @ Dashboard @ Administration v @ Password Reset 4, Claim Account aj t @ Logout

IDM Admin Home

Password Reset
Click here 10 feset your accounts password

Account Claim
Click here to claim an account.

| Click here to validate a Service or Affiliate Account

2. The Affiliate or Service
Accounts will appear, select
Validate to change / edit
the account end date.

Validate Accounts

Sponsored Affiiate Accounts

First Name Last Name Affiliation Email Renew Date Validate @
Luke Skywalker AFFILIATE Iskywalker@ucmerced edu 03132018 u

Service Accounts

‘ YYou have no service accounts

3. Confirm the re-validation
date by selecting Yes

Validate this account for another 12 months?

First Name Last Name Email

Luke Skywalker Iskywalker@ucmerced.edu
Affiliation Renew Date Account ID

AFFILIATE 03/31/2017 4993298391941394

& Yes % Close
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Validate Accounts

4. A confirmation email will be
sent to the person
validating the account and
the Affiliate or Service
account holder

Hello,

Mon 3/13/2017 10:23 AM
idmemail@ucmerced.edu

Validation Email

The following account has been validated.

First Name: Luke

Last Name: Skywalker

UCM Net ID: Iskywalker

Affiliation: AFFILIATE

Thanks!

Version: 0313-2
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View Dashboard / Edit Account
The IDM Admin Dashboard will allow departmental account owners to view created and
modified accounts. Users can also edit accounts from the IDM Admin Dashboard

View Dashboard / Edit Account

1. Select the Dashboard link at
the top of the Home Page UCMERCF™ & 1dM Admin

#Ho le  @Dashboard @, dministralionv G Password Resel 4 Claim Account aj t  ©® Logout

IDM

Password Reset
Click here to reset your account's password

ay allal- g

Account Claim
Click here to claim an account

Validate Accounts
Click here to valigate a Service or Afillate Account

2. Newly create accounts and
recently modified accounts

will be listed separately IDM Admin Dashboard

Recantly Created Accounts

First Name Last Name Employee ID Account Type Email Greated Date
luke skywalker AFFILIATE Iskywalker@uemerced.edu  03/10/2017 16:55:38 =
Recently Modified Accounts

First Name Last Name Employee ID Account Type Email Updated Date
luke skywalker AFFILIATE Iskywalkeri@ucmerced edu 03M0/2017 16:55:38 a

3. Use the Edit icon next to
any account to edit the
account information
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View Dashboard / Edit Account

4. Edit the necessary account
information

Editing Account: Iskywalker

Account

Affiliation: STAFF v @
Formal First Name: luke

Preferred Name: (2]
Middle Name:

Last Name: skywalker

Date of Birth: 01/17/1966 = O

5. Select Submit at the
bottom of the screen

Cellphone Number: o

Publish Cellphone:

[ Visible in directory

Comments:
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